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Bookmark List 
 

This document is an index for all website gathered during PWK labs. 
 
Windows Privilege Escalation 
http://www.fuzzysecurity.com/tutorials/16.html 
 
Reverse Shell Cheat Sheet 
http://pentestmonkey.net/cheat-sheet/shells/reverse-shell-cheat-sheet 
 
MSSQL Injection Cheat Sheet 
http://pentestmonkey.net/cheat-sheet/sql-injection/mssql-sql-injection-cheat-sheet 
 
MySQL SQL Injection Cheat Sheet 
http://pentestmonkey.net/cheat-sheet/sql-injection/mysql-sql-injection-cheat-sheet 
 
Postgres SQL Injection Cheat Sheet 
http://pentestmonkey.net/cheat-sheet/sql-injection/postgres-sql-injection-cheat-sheet 
 
Online Password Cracker 
https://crackstation.net/ 
 
Linux Privilege Escalation 
https://blog.g0tmi1k.com/2011/08/basic-linux-privilege-escalation/ 
https://www.rebootuser.com/?p=1623 
 
Local File Inclusion 
http://resources.infosecinstitute.com/local-file-inclusion-code-execution/#gref 
http://www.securityidiots.com/Web-Pentest/LFI/guide-to-lfi.html 
 
Web vulnerabilities to gain access to the system - paper 
https://www.exploit-db.com/papers/13017/ 
 
Bypassing File Upload Restrictions 
http://www.securityidiots.com/Web-Pentest/hacking-website-by-shell-uploading.html 
 
Basic SQLi 
http://www.securityidiots.com/Web-Pentest/SQL-Injection/Part-1-Basic-of-SQL-for-SQLi.html 
http://www.securityidiots.com/Web-Pentest/SQL-Injection/Part-2-Basic-of-SQL-for-SQLi.html 
http://www.securityidiots.com/Web-Pentest/SQL-Injection/Part-3-Basic-of-SQL-for-SQLi.html 
http://www.sqlinjection.net/login/ 

http://www.fuzzysecurity.com/tutorials/16.html
http://pentestmonkey.net/cheat-sheet/shells/reverse-shell-cheat-sheet
http://pentestmonkey.net/cheat-sheet/sql-injection/mssql-sql-injection-cheat-sheet
http://pentestmonkey.net/cheat-sheet/sql-injection/mysql-sql-injection-cheat-sheet
http://pentestmonkey.net/cheat-sheet/sql-injection/postgres-sql-injection-cheat-sheet
https://crackstation.net/
https://blog.g0tmi1k.com/2011/08/basic-linux-privilege-escalation/
https://www.rebootuser.com/?p=1623
http://resources.infosecinstitute.com/local-file-inclusion-code-execution/#gref
http://www.securityidiots.com/Web-Pentest/LFI/guide-to-lfi.html
https://www.exploit-db.com/papers/13017/
http://www.securityidiots.com/Web-Pentest/hacking-website-by-shell-uploading.html
http://www.securityidiots.com/Web-Pentest/SQL-Injection/Part-1-Basic-of-SQL-for-SQLi.html
http://www.securityidiots.com/Web-Pentest/SQL-Injection/Part-2-Basic-of-SQL-for-SQLi.html
http://www.securityidiots.com/Web-Pentest/SQL-Injection/Part-3-Basic-of-SQL-for-SQLi.html
http://www.sqlinjection.net/login/


 
@ihack4falafel                                                                                                                              2 
 

 
 
Script to compile some known exploit for immediate use 
https://github.com/codingo/OSCP-1 
 
Default Passwords Database 
https://cirt.net/passwords 
 
IIS 6 WebDAV .asp Webshell Upload Guide 
http://www.r00tsec.com/2011/09/exploiting-microsoft-iis-version-60.html 
 
Total OSCP Guide 
https://sushant747.gitbooks.io/total-oscp-guide/content/ 
 
Pass the Hash 
https://github.com/byt3bl33d3r/CrackMapExec 
 
PowerSploit 
https://github.com/PowerShellMafia/PowerSploit#powerup 
 
WordPress Shell Plugin 
https://github.com/leonjza/wordpress-shell 
 
LFI Scanner 
https://github.com/monkeysm8/CTF-Stuff/blob/master/LFI_Scanner.py 
 
Shell Escape 
https://speakerdeck.com/knaps/escape-from-shellcatraz-breaking-out-of-restricted-unix-shells 
https://pen-testing.sans.org/blog/2012/06/06/escaping-restricted-linux-shells 
https://netsec.ws/?p=337 
 
Spawn TTY Shell 
https://netsec.ws/?p=337 
 
*NIX Apache Logs Location 
http://blog.codeasite.com/how-do-i-find-apache-http-server-log-files 
 
No_root_squash and SUID - NFS Export 
http://fullyautolinux.blogspot.com/2015/11/nfs-norootsquash-and-suid-basic-nfs.html 
 
Zsh Magic 
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https://github.com/robbyrussell/oh-my-zsh 
 
 
 
Enable RDP from commandline: 
http://www.hacking-tutorial.com/tips-and-trick/how-to-enable-remote-desktop-using-command-
prompt/ 
 
VulnHub OSCP VMs 
 
(#1) Kioptrix: 2014              https://www.vulnhub.com/entry/kioptrix-2014-5,62/ 
(#2) FristiLeaks: 1.3             https://www.vulnhub.com/entry/fristileaks-13,133/ 
(#3) Stapler: 1                      https://www.vulnhub.com/entry/stapler-1,150/ 
(#4) VulnOS: 2                      https://www.vulnhub.com/entry/vulnos-2,147/ 
(#5) SickOs: 1.2                    https://www.vulnhub.com/entry/sickos-12,144/ 
(#6) Brainpan: 1                   https://www.vulnhub.com/entry/brainpan-1,51/ 
(#7) HackLAB: Vulnix           https://www.vulnhub.com/entry/hacklab-vulnix,48/ 
(#8) /dev/random: scream https://www.vulnhub.com/entry/devrandom-scream,47/ 
(#9) pWnOS: 2.0                   https://www.vulnhub.com/entry/pwnos-20-pre-release,34/ 
(#10) SkyTower: 1                 https://www.vulnhub.com/entry/skytower-1,96/ 
 
Firefox Addons 
 
(#1) Tamper Data               https://addons.mozilla.org/en-US/firefox/addon/tamper-data/ 
(#2) User-Agent Switcher https://addons.mozilla.org/en-US/firefox/addon/user-agent-switcher-firefox/ 
(#3) FoxyProxy Standard  https://addons.mozilla.org/en-US/firefox/addon/foxyproxy-standard/  
(#4) Poster                          https://addons.mozilla.org/en-US/firefox/addon/poster/ 
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